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Introduction

Context :

Palmer Gas and Oi1l serves thousands of customers,
but current systems lack a conversational interface
for access to account data. Large Language Models
will provide customers with the necessary
information through human-like interactions.

Vision :

Create a secure, user friendly, and “exceptionally
smart” Al chatbot assistant that will change how
customers and representatives interact with the
company's technologies.

Value :

Modernize Palmer's customer service platform while
creating long-term efficiency for both customers and
administrators. A secure and scalable chatbot will
reduce call center demands, streamline customer
inquiries, and provide accurate information in real-
time.

Requirements

Functional Requirements

MCP-Backend Connectivity :

The system must allow the Al model to retrieve real Palmer
business data through the MCP Server, a secure middleware
layer.

API Proxying :

The MCP Server must proxy requests to the Palmer Backend
APIs and return the JSON data to Azure OpenAl in a format that
complies with the tool-calling requirements.

Live Connectivity :

The system retrieves real-time fuel inventory data through a
tool-calling pipeline between Azure and Palmer APIs.

Non-Functional Requirements

Security :

The MCP Server protects sensitive customer data by acting as an
1solation layer between Azure OpenAl and Palmer’s backend
systems. It uses short-lived, RSA-signed JWTs and a server-to-
server shared secret to ensure users can only access their own
account data.

Reliability :

The MCP route used for proxying API calls must respond
consistently with accurate HTTP status codes and valid JSON
payloads.

Maintainability :

API routing, HttpClient configuration, and endpoint definitions
must be modular and easily replaceable as Palmer expands its
backend.
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Chat Ul (Frontend) :

web-based mterface embedded into the Palmer website were customers and administrators will submit natural language queries. The Ul
handles message display and communication but does not perform any business logic.

Azure OpenAl :

The language model mterprets user intent and determines what backend data 1s needed. When needed Azure invokes the MCP tools to
retrieve account mmformation. The model converts the JSON responses into human readable answers.

MCP Server :

The MCP server acts as a secure proxy layer between Azure OpenAl and Palmer’s live APIs. It validates authentication tokens, maps
requests to the correct endpoints, and returns JSON. This 1s to prevent direct LLM access to sensitive backend data.

Palmer Backend API :

Existing Palmer services provide real business data such as fuel inventory data. The APIs are not directly exposed to the LLM but instead
all the requests are mediated through the MCP server.

Chat Widget :

Standard chatbot corner widget that opens the chatbot UI and allows for the chat window to be
hidden during regular use.

Chat Window :

Directly facilitates conversation between the end-user and the Al chatbot. This 1s where all
interactions between the user and the chatbot occur. The chatbot 1s limited to only sending replies 1n
this window.

Palmer Gas and Oil Chatbot

Hi! I'm the Palmer Gas and Qil Chat Bot.

Get fuel usage for my account at all
locations

| pulled fuel usage across your account

locations. Summary (covers 310 days of
= data):

< MY/;\CCOUNT . v

- Locations included: 1 (ID 18282)

- Total usage: 732

Account Number:

#471557 - LP TS A - Average usage per day: 2.36

zzzzzzz AP Refer Your Friends and You'll Both Get $150! - Days with usage: 158; zero-usage days: 152

LA
- Start inventory: 114; End inventory: 155
st ) Hil I'm the Palmer Gas and OIl Chat Bot
i I'm the Pa S a i Chat
er, if y a neigl . family wber, or co- t me imer Gas & Oil fuel heating customer, both you AND your friend will receive a credit on your account up to net +41 ]

N _ As a residential customer, if you refer a neighbor, family member, or co-worker to become a new P: Oil wi re yo!
PAYMENTS $1501 See our website for - Peak single-day usage: 76 on 2025-09-12
terms
@8 DELIVERY REQUESTS
Would you like a per-location/monthly
o SERVICE REQUESTS breakdown, a chart of trends, or an alert if
i 7

PLAN ENROLLMENT usage spikes!?

ACCOUNT BALANCE PLAN MANAGEMENT
. 1 3 38 Budget Plans

. (Credit)

&7 CONTACT US

Balonces are due within 30 doys from the invaice date
(58] ACCOUNT SETTINGS Price Protection Plans

MY PALMER POINTS
(> L0G OUT OF PORTAL = e Enrolled  SEE

Total Gallons Start End
500 Oct 1,2025 Apr 30, 2026 Type o message...
ACCOUNT FORMATIN TG | e o message
FULL NAME: Service Plans m A
/2N | PRICE
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Implementation and Testing

MCP Server Deployment :

A custom .NET service that wraps Palmer API
endpoints as callable tools, exposed via
Swagger/OpenAPI for automatic discovery.

Integration Pipeline :

Successfully connected Azure OpenAl = MCP Server
—> Palmer Azure APISs to retrieve live fuel inventory
data using structured tool calls.

Rigorous Validation :

Reliability was confirmed through xUnit-based
integration tests that verify proper connectivity, JWT
authentication, and JSON payload accuracy.

MCP/API Testing :

Verify that all MCP server endpoints are reachable and
return correct response data in the proper format from
the Palmer Azure APIs

Authentication Testing :

Generate real JWT tokens to authenticate test queries
to the MCP server endpoints, verifying correct access
levels for specific credentials.

Multi-Device Testing :

Access the live website from a multitude of devices to
verify the useability of the Al chatbot across different
formats.

Evaluations and Conclusions

Technical Success :

Successfully established end-to-end backend pipeline
needed for Al assistant.

Goal Alignment :

The architecture supports real business data and secure
tool-calling, proving the viability of the MCP
middleware.

Useability :

Al assistant produces meaningful content related to
user requests
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