
Thor’s Hammer - Rowhammer Attack
Nicholas Quinlan, Nicholas Green, Cameron Gavin, and Dr. Dean Sullivan

Department of Electrical and Computer Engineering, University of New Hampshire, Durham, NH 03824

The purpose of this project is to demonstrate a rowhammer attack 
using a field programmable gate array (FPGA) interfaced with 
dynamic random-access memory (DRAM).

A rowhammer attack takes advantage of a vulnerability that is 
present in Double Data Rate (DDR) chips. By rapidly activating a 
physical memory row it is possible to cause data corruption.

 Methodology

The Vulnerability in Double Data Rate Memory

● DRAM is more vulnerable as the temperature increases, which 
can be caused by both malicious actors and normal operation.

● More activity on a row increases the chance of inducing bit flips.

● The circuit-level failure of modern DRAM memory 
compromises system security by breaking memory isolation.

● Although this vulnerability was discovered nearly a decade ago, 
this is still a relevant security threat, and can be paired with 
other stimuli to become even more effective and dangerous.  
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 Attacks with Variable Activity 

● An FPGA was used because it creates an interface that provides 
precise control over the DRAM being tested.

● The Zybo Z7 FPGA has a processor which includes a central 
processing unit (CPU), and CPUs have memory controllers, which 
is a necessary component for this system.

● The Zybo has a 1 GB DDR3L with 32-bit bus @ 1066 MHz chip, 
which was used as the victim DDR module. 
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